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1 Introduction

Apogeo’s low-cost, Direct-to-Satellite (DtS) loT removes traditional barriers of geography,
infrastructure, and cost. Wherever you are, you are free to take advantage of opportunities once out
of reach and tap into unprecedented levels of productivity.

Our unique DtS technology offers data transfer at a mass scale, at the lowest cost, and longest battery
life for truly remote applications.

11 Whatis the Apogeo Space’s constellation and what is it useful
for?

The Apogeo Network is Direct-to-Satellite, connecting your device directly with no gateways or towers
required.

Satellite Service
e Direct-to-Satellite
e Supports device mobility
e Scales to billions of devices
e Global coverage including polar and maritime regions

Expected Typical Latency
o At least 3-4 full passes (above 45deg elevation) per day (as of April 2024)

e 5 minsto max 4 hours typical latency (as of April 2024)
Data Transmission & Payload Size
e Uplink 10 bytes of user payload data per message (Check the 5.2 section for more information)
e Supports future downlink availability
e Working Frequency is 169 MHz (IoT Node and Satellite Connectivity). Check 4.1.1 for the exact
3 working frequencies.
Over the Air-security
e AES-256 Encryption, unique-per-message keys
e Secure Private Identity
e Authentication Access

Customer Data Endpoint
e Data Encrypted at rest

e  RESTful-API with JSON
e Personal Web Portal with a friendly ecosystem
e Authenticated and Encrypted

1.2 Scope of this document

The scope of this document is to provide the necessary information to new users on how to integrate
radio modems, suited to connect to Apogeo Space’s constellation, into their own design.
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2 Applicable and Reference documents

2.1 Applicable documents
[AD1] TBW

2.2 Reference documents

[RD1] TBW
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3 Acronyms and Abbreviations

AD Applicable Document

APS Apogeo Space

ECSS European Cooperation on Space Standardization

P/L Payload

RD Reference Document

S/C Spacecraft

TAG Authentication Tag

TBC To Be Confirmed

TBD To Be Determined/Defined

wrt with respect to
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4 How can | connect to the Apogeo Space
constellation

To connect to the Apogeo Space service you can use either already available development boards or
you can design your own board with a third-party radio module.

4.1 | want to use a development board

The benefits of using easily available module for fast-tracking design and implementation connection
with Apogeo enable loT network solutions:
e Getup and running in minutes

e FEasily available products & solutions in the market with cheap and Free software upload from
Apogeo

e Apogeo Firmware & Software Development Kit

e Simple Application Programming for non-programmer

e Interface of APl and direct access to Apogeo’s cloud

411 How to use Apogeo’s loT constellation service?

To utilize Apogeo’s constellation service you can also plan to buy the complete board setup with
included MCU, 169 MHz transceiver (to be exact; 169.425 MHz, 169.475 MHz, and 169.525 MHz) with
supporting LoRa protocol given below:
Complete Board Option

e NUCLEO-WL55JC with STM32WL55JC MCU

e Semtech SX1276RF1IAS

Using the libraries below and LoRa parameters inside the Firmware, you can initiate communication
with at least one satellite at a time:
Available useful Libraries:
e Semtech Library SX1276
e RFM98 Library
e |oRalib Library: Arduino library for LoRa modules (Semtech SX1276 and HopeRF RFM98
Module)

4.2 | want to design my own board or breadboard

To have flexibility, you can buy the already available Tx module and program it with the aforementioned
libraries and protocol to use the Apogeo loT service directly from anywhere. The choice of PCB design
and the option of MCUs are given below;
Transceiver Radio Module options:

e HopeRF RFM98W, RFM98PW Module
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e More options are coming soon....
Q. What is HopeRF — RFM98W and RFM98PW Module?
A. RFEM98W/RFM98PW RF LoRa Transceiver module series’ design is based on the high-performance
LoRa TM modulation technique RF98/RF96 chip, it operates at 169/433/470MHz (RFM98W/PW) and
868/915MHz (RFM95PW) ISM band, The low receive sensitivity (—136dBm) coupled with Enhanced
+30dBm output power ensures extended range and improved link performance.

WARNING: If you are making your customized board with HopeRF Transceiver, ensure the boost
converter must handle the peak power; of ~ 1 mA.

Table 1 RFM98W Device Variants and Key Parameters

Part Number | Frequency Spreading Bandwidth Effective Est. Sensitivity
Band Factor Bitrate
RFM98PW 169MHz 6-12 31.25-125 73.24 -9375 -118to-143
kHz bps dBm

A few options of MCUs can be used with HopeRFO8W/PW Module

e STM32L431RC Series: Ultra-low-power with FPU Arm Cortex-M4 MCU 80 MHz with 256 Kbytes

of Flash memory

e F[tc.
A few options of MCUs can be used without HopeRF98W/PW Module (make sure you have output RF
Amplification, and you need to design the RF circuit separately):

e Ultra-low power multi-modulation wireless STM32WLE5x microcontrollers
The STM32WL series provides a similar digital and analogue peripheral set suitable for basic and
complex applications requiring an extended battery life and a long RF range through a sub-GHz
transceiver. A radio driver is provided within STMCubelDE.

e Ultra-low power multi-modulation wireless STM32WL5x microcontrollers

4.2.1 Architecture of HopeRF Transceiver

A general architecture of HopeRF LoRa Radio Module has been given below (Figure 1) with the PIN
Definition (Figure 2). More info. about this module, please check out HopeRF’s official website.
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Figure 1 RFM98PW Module for 169 MHz
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Figure 2 RFM98PW/RFM95PW Pin Definition

Table 2 RFM98PW/RFM95PW Pin Details

Number | Definition Type Function

1 ANT Al/ AO RF signal input/output.

2 GND G Power ground.

3 DIO3 1/0 Digital I/0, software configured.

4 DI04 1/0 Digital I/0, software configured.

S VCC P Positive power supply, 5.0-6.4V.

6 DIO0 1/0 Digital I/0, software configured.

7 DIO1/DCLK 1/0 Digital I/0, software configured.

8 DIO2/DATA 1/0 Digital I/0, software configured.

9 3.3V 0 3.3V Voltage output. For MCU VCC.

10 MISO 0 SPI Data output.

11 MOQOSI | SPI Data input.

12 SCK | SPI Clock input.

13 NSS I SPI Chip selects input.

14 RESET 1/0 Reset trigger input.

15 DIOS 1/0 Digital I/0, software configured.

16 GND G Power ground.
Power ground, This area is connected to the

17 GND G GND network of the main board for heat
radiation.
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+5V ANT
vce
vce 3.3V ANT
GPIO1 RESTE
NSEL NSS
SCK SCK Connected to GND
MOSI MOST GND (17) for heat radiation
MISO MISO —
GPI02 DI0O N
GPIO03 DIO1
GND T GND (2, 16)
MCU GND RFMOSPW/RFMI5PW Module

Figure 3 RFM98PW/RFM95PW Application

Detailed PIN Function can be found at official HopeRF's website inside “Design documents and
resources” section. Also, check the Specification Document (RFM98W, RFM98PW) to get more info
about this Module.

The RFM LoRa modules are SPI based LoRa modules. They have 16 pins with a pitch of 2mm. They have
the exact same physical footprint and pin spacing as the famous ESP8266 ESP12 module. Hence you
can use the same SMD to through hole adapter with both the modules to break out the pins for use
with a breadboard or a standard protoboard.

4.2.2 How about using Arduino?

If you want to use the RFM module with an Arduino or ESP based board, you can use this library from
adafruit: GitHub Library: https://github.com/akarsh98/RadioHead-
Make sure you already have an RFM98 radio driver.

Also, the LoRa Communication example with Arduino has been given here: AN2003-
LoRa communication example.pdf (hoperf.com) (Scroll Down and inside the “Design Documents &
Resources” press the “Design Reference” tab.

WARNING:

If on the Tx/Rx both sides you're using Arduino based board, then you might need it, but in case you’'re
going to at least one side Arduino based system then you might stumble upon the issue with the first 2
bytes of data when you use “Radio Head” library. You can check the below function to solve that issue.
And make sure, you add these functions inside your main compiler file.

1. void Radio_head: :compose(uint8_t *rhbuffer, uintl6_t rhlen, uint8_ t to, uint8_t from,
uint8_t id, uint8_t flags, const uint8_t *buffer, uintl6_t len) {

2. if ((rhbuffer == nullptr) || (rhlen == 0)) {

3. return;

4. }

5. if ((buffer == nullptr) || (len == 0)) {

6. return;

7. }

8. if (rhlen < (4 + len)) {

9. return;
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11.
12. memset (rhbuffer, 0, rhlen);
13. rhbuffer[0] = to;
14. rhbuffer[1] = from;
15. rhbuffer[2] = id;
16. rhbuffer[3] = flags;
17. memcpy (rhbuffer + 4, buffer, len);
18. }
19.

20. void Radio_head::parse(uint8_t &to, uint8_t &from, uint8_t &id, uint8_t &flags, uint8_t
*buffer, uintl6_t len, const uint8_t *rhbuffer, uintl6_t rhlen) {

21. if ((buffer == nullptr) || (len == 0)) {
22. return;

23. }

24, if ((rhbuffer == nullptr) || (rhlen == 0)) {
25. return;

26. }

27. // if (rhlen < (4 + len)) {

28. // return;

29. // }

30.

31. to = rhbuffer[0];

32. from = rhbuffer[1];

33. id = rhbuffer[2];

34, flags = rhbuffer[3];

35. memcpy (buffer, rhbuffer + 4, len);

36. }

3 bioz2

HOPERF Bii—

1 DI04

L 3 D03

www.hoperf.com 18- o e

1 ANT

Figure 4 Connection Interface between Arduino and HopeRF98PW Module
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5 Apogeo Space Protocol

Apogeo Space transmission is based on the LoRa® modulation. The protocol is proprietary.

5.1 LoRa Modulation Parameters

The LoRa parameters that are to be set in order to properly connect to the Apogeo Space satellites
are the following:

e LoRa Bandwidth = 41.7k;

e LoRa Spreading Factor =7,

e LoRa Coding Rate =1;

e LoRaPreamble Length = 5;

e LoRa Symbol Timeout = 5;

e LoRa NB Symbol hop = 4;

e LoRa fixed length Payload = false;
e LoRa FHSS Enabled = false;

e LoRalQinversion = false;

e LoRa CRC enabled = true;

e |LoRa Continuous Rx = true;

e Frequency = 169425000/169475000/169525000; //Frequency in Hz

Please note that all parameters are still TBC. Please contact us for confirmation before setting up the
device.

5.2 Apogeo Space's Protocol

This section explains which information is already embedded in the protocol, and the amount of data
you can add on your own.

Packet Version . Payload Data
loT Data Number Node's ID Timestamp Length Payload Data TAG
s 3 bytes 4 bytes 4 bytes 1 byte 10 bytes 8 bytes Encrypted Data

Figure 5 Your loT Data Packet Protocol

e Packet Version Number: It will start from “0” and every time you send successful data to
satellite, it will increase automatically to track number of messages has been sent from your
device. And the size is limited to 3 bytes.

e Node’s ID: Please contact Apogeo for Node’s ID or Device ID. With this ID, you will also receive
a Device Key to encrypt your data, so make sure to ask for the key along with ID. Please contact
at this email id: support@apogeo.space with your Account ID.

e Payload Data Length: The size of the payload data length shall be 1 byte only, which will only
show the size of the payload in each packet/message.
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e Payload Data: Please make sure your payload data shall not exceed 10 bytes.

e Timestamp: It will show the Unix time of data collection from the sensor and has to be within
4 bytes size.

e TAG: Authentication tag or TAG will generate an encryption code for each device and each
message you will send from your device.

All this information will be automatically processed by the Apogeo Space library that will be provided.
Currently, itis in the development phase, so for more information, please contact our Technical Support
team.

The length and size of the loT protocol shall comply with this pattern otherwise Apogeo Space’s
satellites won’t receive data from your device. We care about privacy, so your loT data will be
completely secured with AES256 encryption technology, in Figure 5, you can see the highlighted part
of your data will be completely encrypted. Any problem, please feel free to reach us anytime.
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